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1. Resilience of critical cyber systems 

– a CIP perspective 

2. Transnational organized crime – 

now ubiquitous and digital 

3. Cybersecurity in the new field of 

Space Security 
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• CIP provides a comprehensive framework for 
managing the key infrastructures, assets and 
resources on which countries depend at all 
levels. 

• A country is only as safe and as 
prosperous as its infrastructures will 
allow. 

• Resilience is a measure for success - the ability 
of society to withstand harmful events with the 
least amount of material damage and 
disruptions to business continuity and quality of 
life.  
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Critical Infrastructure and Services 

Protection and Resilience 



Highly Connected and Essential Infrastructure 

and Asset Types – all have an underlining CYBER 

component 

Highly Connected 
& Interdependent 

Infrastructures 

Essential & 
Dependent 

Infrastructure 

Public & 
Private 
Sectors  

Asset Types 

 Communications 

 Energy 

 Transportation 

 Banking and 
   Finance 

 Water 

 Sewer 

 Health Care 

 Government 

 Agriculture/ 
   Food 

 Residential 

 Commercial 

 Industrial 

 Medical 

 Military 

 Water storage 

 Power plants 
   and lines 

 Gas lines 

 Buildings 

 Bridges 

 Etc. 

National, regional, 
and local economic 
security depends on 
these infrastructures 

Human health and 
safety (fire, police, 
EMS) depend on 
these infrastructures 

Source of 
economic 
demand for 
infrastructures 

Natural and 
unintentional 
disaster locations 
and terrorist targets    

Based on the National Infrastructure Simulation & Analysis Center - Capability 
Development Strategy.  Content modified to support GITA’s GECCo Program - USA 
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Impact of surgical cyber-attack on critical infrastructure 

Energy 

Security 

Issues 

Cyberattacks, 

Vulnerable  

Systems,  

“enemy within” 

Cascade effect following Power Disruption  
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• Fragility of energy infrastructures  and the possibility of cascading 
failures due to problems with control systems hardware or software 

• Most developed countries depend upon three distinct grids to distribute 
energy from where it is generated to where it is consumed: the electric 
grid, a natural gas pipeline network, and a network of pipelines for 
distribution of petroleum and petroleum products.  The flow of 
materials through all of these grids or networks is controlled via 
generators, switches, valves, compressors, odorizing stations, and 
pumps that utilize various types of SCADA devices and software. 

• Because most companies use the same computers and networks to 
control internal operations and for contact with the outside world, the 
control systems are vulnerable to any intruder who can penetrate a 
company’s firewall (or to unintentional intrusions).  In addition, many 
systems have multiple wireless points of access that an intruder can 
exploit.  Insider and third-party engineer access is also always a 
concern. 
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* Dr. Bruce Averill – Canvassing the Cyber Security Landscape 18 May, 2010 
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Cyber security and energy (I)* 



•  The spectacular cyber piracy of a hydroelectric power station in Brazil 
highlighted the danger of malware to vital infrastructure. A dozen Brazilian 
cities and their 60 million inhabitants were deprived of public transport, 
traffic lights, telecommunications and even lifts for three days. Service 
stations, banks, shopping centers and industrial sites by the thousand were 
completely paralyzed or greatly hampered.  

• In 2008, a software update of a single office computer in the Baxley 
nuclear power plant in Georgia and its subsequent reboot caused the 
nuclear reactor to “scram.” 

• Management neglects the risks associated with control infrastructure! 

• Energy markets can be manipulated by either rumors regarding, for 
example, an attack on and closure of a major gas or oil pipeline, or direct 
manipulation of spot market prices at power and gas exchanges.  Such 
manipulations could lead to unexpected shortages in power or gas grids 
that cannot be resolved in time to avoid disruptions.  This is not just a 
theoretical concern: over the past year or so, criminals have manipulated 
the European carbon credit market, with losses estimated at over 5 billion 
Euros. 
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Cyber security and energy (II) 



Infranomics: A Discipline of Disciplines   
for the 21st Century 

• Infranomics (by Prof. Adrian Gheorghe and Dr. Marcelo Masera) will be 

the discipline of disciplines, grouping all needed knowledge 

  Infranomics, after infrastructure (supporting vital societal technical 

functions) and nomics (after Gr. νόμος nomos, set of rules), the 

discipline-of-disciplines studying the metasystem. 

 

 

 

 

 

 

• Next generation infrastructure concept (NL) 

     "The new generation of infrastructures will be constructed upon the 

existing ones, however the services, architecture, business models and 

attributes of those newly developed systems will signify a qualitative leap 

forward, and not just more of the same.” 

 

EU

E
U

E
U

E
U

E
U

EU
E
U

E
U

E
U

E
U

RISC



A useful EU developing framework for Cybersecurity  
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• European Security Research and Innovation Forum – 2009 launch 

• Directive 114/2008 on the identification and designation of European critical 

infrastructures and the assessment of the need to improve their protection 

• The Lund Declaration – July 2009  

• Com(2009) 149 - Protecting Europe from large scale cyber-attacks and 

disruptions: enhancing preparedness, security and resilience 

• Com(2011) 163 on Critical Information Infrastructure Protection - Achievements 

and next steps: towards global cyber-security 



A useful EU developing framework for Cybersecurity (2)  
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• Com(2011) 152 – Towards a space strategy for the European Union that 

benefits its citizens also addresses EU cyber vulnerability concerns. 

• Com(2012) 417 – “Action Plan for an innovative and competitive security industry”, 

which calls for a greater focus on Security R&D as well as greater cooperation to 

improve competitiveness and create an EU brand that can adequately rival that of 

the US, with its harmonized framework and robust internal market. 

• COM(2011) 808 - Horizon 2020 - The Framework Programme for Research and 

Innovation 



Organized Crime is UBIQUITOUS – now, 

with digital, it is truly borderless 
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• Criminals are ahead of governments in exploiting the 

most advanced tools of globalization, such as 

international travel, banking or trade, and are benefiting 

from the economic-financial crisis. 

 

• Transnational organized crime is one of the major 

threats to human security, impending the social, 

economic, political and cultural development of 

societies worldwide, and involved in trafficking in 

human beings, drugs and firearms, money laundering, 

etc. 
According to the United Nations Office on Drugs and Crime (UNODC) 
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EURISC Foundation 

Transborder Organized Crime 
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• Supporting criminal networks is a range of professionals 

operating along the margins of criminality: lawyers, 

accountants, financial advisers, bankers, stockbrokers, 

IT specialists, businessmen, chemists, corrupt 

politicians, judges and magistrates, government officials, 

police, customs officers and military personnel, even 

compliant media people and clerics. 

 

• The structures of contemporary criminal networks have 

evolved from pyramid shaped hierarchies to networks of 

cells where almost every unit is operating independently. 

They are continuously changing constellations, partners 

and even geographical locations which makes it nearly 

impossible to map out an entire network. 
 

EURISC Foundation 

Transborder Organized Crime (2) 



• NATO recognizes the threat of organized crime and 
its cyber component  

• An enabler of terrorism  

• a threat in its own right, to the economy, to society, 
to state functions, to effectiveness of government 

• 400 Billion to 1 Trillions dollars in losses 

• Compromised systems and compromised people 

• Today, Coca-Cola and Goldman Sachs 

• Tomorrow, Defense Contractors, Intelligence 
Analysts and Networks, Security Contractors 

• All inter-related in the cyber-age 
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What does cybercrime and organized crime have 

to do with NATO? 
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Norton 

Cybercrime 

Report 



Source of recent attacks Means of access 

• 17% Laptops 

• 16% Compromised an account 

• 16% Copied information to mobile 

device (e.g., USB drive, iPod, CD) 

• 16% Remote access 

• 15% Used their own account 

• 15% Social engineering 

• 14% Downloaded information to 

home computer 

• 13% Stole information by sending it 

out via email 

• 12% Stole information by 

downloading it to another computer 

• 11% Rootkit or hacking tool 
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PWC – US State of Cybercrime – Poll 

among various companies 



Giving credit where credit is due 

 

 

G20 

+ 

Organized Crime?* 
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*EURISComments 4 – February 2012 – EURISC Foundation  



18 The Nexus of (Organized) 

Cybercrime and 

(Cyber)Terrorism 

• Many terrorists employ the 

cybercrime market 

(anonymity, cryptocurrencies 

etc)  

• Many terrorists are also 

cybercriminals – either to 

finance themselves, for skill 

acquisition, or as a direct 

result of their goals 

(cyberattacks),l becoming 

cyberterrorists 

• Cybercrime creates a 

terrorist friendly environment 

 

 



• Marc Goodman, “International Multilateral Partnership 

Against Cyber Threats” 

• thousands of sites 

• Publication of terrorist ideologies and ideas (propaganda). 

• Raising funds/terrorist financing (money transfer/e-cash) 

• Recruiting new members / finding each other 

• Launching threat or intimidation campaigns (beheadings) 

• Communication among members-P2P, SMS, VOIP 

(encryption) 

• Obtaining operational information (targeting; airport 

bombings) 

• Coordinating, planning and discussing terrorist actions 

• Logistics (ordering supplies, car/apt rentals, explosive, 

chemical/biological components) 
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Terrorist Use of the Internet 



ESRIF – European Security Research and 

Innovation Forum 

• One of the largest and most 

comprehensive research 

initiatives in Europe – 600 

experts working for two years 

• Dr. Liviu Muresan, of the 

EURISC Foundation, chaired 

the Human Security working 

Group 

• Representatives from civil 

society, security demand and 

security supply 

• Public and private players 

from national and European 

levels 

20 
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• organised crime, 

• corruption and money laundering, 

• Cyberattacks 

• terrorist acts, 

• sabotage, 

• radicalisation and extremism, 

• proliferation of weapons of mass destruction/disruption, 

• regional conflicts and state failure, 

• natural disasters and pandemics, 

• man-made disasters such as major industrial accidents, 

• unintended consequences of the introduction and use of 
new technologies, 

• reduced access to energy and natural resources 

EURISC Foundation 

ESRIF perceived threats and risks 
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ESRIF was supported by more than 600 experts, thus 

making it the only large-scale, high level initiative of its 

kind in Europe. 

 

Aspects of citizen security: 

• Cyber and physical attacks against IP distribution centers 

resulting in the paralysis of the Internet 

• Remote control over systems that are of strategic 

importance  (air transport, water, energy) 

• Internet as a medium for anonymous exchange of 

information on criminal  activities 

• Data mining (open source or hacked) to find potential 

targets for terrorist/informational attacks 

• Anonymous access to the internet – cyber stalking, 

identity thefts 
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ESRIF on Cyberthreats 



 

SELEC – South East European 

Law Enforcement Center 

In 2007, 13 Southeast European States had 

the initiative to create a more dynamic and 

flexible law enforcement cooperation 

platform for the Police and Customs 

authorities.  

SELEC is the heir of SECI Center (Southeast 

European Cooperative Initiative – Regional 

Center for Combating Trans-border Crime - 

1999-2011). 

 

SELEC maintains the operational 

effectiveness, while enhancing the analysis 

capacity with a broader information system 

and an adequate level of protection of 

personal data in line with European 

standards. 

 

SELEC maintains a Taskforce on Financial 

and computer crime and offers Member 

States full-service law enforcement 

information system 

2005 – for the first 

time a testimony in 

the region was made 

by video-conference 

from Moldova to 

Former Yugoslav 

Republic of Macedonia 

 



Cyber security in the new field of 

Space Security  

• Linking space systems to 

cybernetic threats and cyber- 

security concerns 

• Criminal or Terrorist intent 

• Space as a key enabler for 

certain application results in… 

• Space as a key conduit for 

criminal and terrorist 

operations 

• Communications, command, 

control, positioning, timing, 

authentication 

• Cyber is a more effective 

means of disruptions of and 

through space systems – 

available to any young man in 

a favela, as opposed to 

missiles and other systems 
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Benefits Threats 

• Enabler for key applications 

• Communications, GPS, 
command and control, 
emergency and crisis 
management 

• Consumer welfare 

• New industries 

• Potential for economic growth 

• Long-term vision required 

• Cyberwarfare – from 
slums to satellites 

• Cybercriminality 

• Space Weather 

• Space Debris 

• Asteroid Impacts 

• Hazardous environment for 
vulnerable critical systems 

• Collisions between active 
systems 

• Kessler Syndrome 
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Space to us, today and tomorrow 

Good Governance  

Smart Security  

Critical Infrastructure Protection 



Just one space system – its importance, its vulnerability 

to cyber attacks, both for profit or politics 

Energy Plants 

GPS Supporting Power Grid Systems 

Power 

Grids 

Substations 

Wireless 

Internet 

Stock 

Exchanges 

Banks/ 

Nodes 

GPS Supporting Transportation Systems 

GPS Supporting Banking Operations 

Internet 

Banking 

ATM Networks 

C2 Centers 

Rail Yards 
Switching Towers 

& Signals 

Access 

GIS / Map 

GPS 

Air Traffic Control 
Ship Routing 

Relay Position 
To 911 Dispatch 

Comms 

Networks 

GPS Supporting Communications Systems 
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GPS and Cybercriminality* 

• Either through signal jamming or corruption of functionality; 

• Timing is crucial in Banking & Finance/Postal and Shipping 

sectors; 

• Time stamping financial transactions, critical in the era of 

high-frequency trading; 

• Time stamping commercial transactions and monitoring 

cargo position, critical in the era of transnational commercial 

flows – and theft, trafficking, customs fraud, piracy; 

• Potential for market disruption, through the upset of 

transaction chronology; 

• Potential for fraud within databases; 

• Potential for market arbitrage, through desynchronization of 

separate, but interconnected markets – just one millisecond 

of prior information can result in significant profits. 

 
*From “CRITSYS – Space Systems as Critical Infrastructure” Project Report 

28 



       The literature on anti-satellite weaponry is 

considerable, spanning from more or less technically-

elaborated newspaper pamphlets to heavy Physics and 

Engineering, via lots of legal references and stands.  

 

Key findings:  

   the certainty that ASAT is feasible, and in many 

guises, from direct kinetic hits to near-sci-fi high-power 

lasers in orbit, via nuclear blasts in an as wide as 1000 

km proximity of the targets  

 

   the evident fact that the technology was 

demonstrated, if with mixed technical and political 

results, before being placed on the shelf back in the 

1980s, as an asset of possible recourse  

 

   the equally evident fact that the Great Two of the 

Cold War era have developed a certain, if cautious, 

idiosyncrasy about pursuing the development, and the 

eventual use, of ASAT  

 

   that is, before the Third Great flexed its muscles in 

2007, which may well reset the entire game.  
 

Risk and vulnerability games. The anti-satelite weaponry (ASAT) 



Cyber hackers "achieved all steps required to commandeer" a 
NASA satellite, which put the satellite at risk of being destroyed 
or damaged –  mentioned by  the U.S.-China Economic and 
Security Review Commission Draft Report in 2008 . 
 
Threats from the “cyber warriors” looking to gain command of 
the satellite : 
 
    Access to a satellite's controls could allow an attacker to 
damage or destroy the satellite. 
 
    The attacker could deny or manipulate the satellite's 
transmission. 
 
    An attacker could reveal the satellite's capabilities or 
information, such as imagery, gained through its sensors. 
 
 

Security development is crucial: 

Silver bullet against space systems 



The new field of Space Security, continued 

EU

E
U

E
U

E
U

E
U

EU
E
U

E
U

E
U

E
U

RISC

• Space systems are very vulnerable – very hazardous 

environment, intentional tampering, low numbers and high 

dependence 

• Space systems are a source of redundancy  

• Redundancy for terrestrial systems, and for other space 

systems 

• Need for investment  

in “low hanging fruit” of  security: 

 

 Anti-jamming  

 Hardening against  

electronic attacks 

 Encryption 

 Distributed systems 

 Autonomous protection 

 tools 



The greatest threat to the world economy comes 

from outer space 

• Space weather, such as solar storms, 

disrupt satellites and infrastructures on the 

ground – communication, navigation, 

electricity grids 

• If the 1859 storm, known as the 

“Carrington event”, were to recur today it 

could cause trillions of dollars in economic 

damage and take years to recover from, 

according to estimates. 

• Hurricane Katrina caused roughly $80 

billion to $125 billion in damage (NAS 

Report). A future geomagnetic storm like 

the 1859 event could cause 10 to 20 times 

as much and take up to a decade to fully 

recover from. 

• The US National Research Council 

estimates losses from a big storm at 2 

trillion dollars, with years of recovery 

required. Due to the state of the US 

electricity grid, the destruction of a 

hundred transformers could leave over 

150 mil people in the dark for hours 

Source: “Space Systems as Critical Infrastructure”, 
EURISC/ROSA/Ministry of Defense Project 

 
Source: Niraj Chokshi, The Biggest Threat 
 to the Economy Could Come From Outer  

Space article in the National Journal, 12 June 2013 



• “Space Systems as Critical Infrastructures” – with the Romanian 

Space Agency and the Military Equipment and Technologies 

Research Agency of the Romanian Ministry of Defense; 

• EURISC’s contribution to the project will be in identifying critical space 

infrastructures, quantifying the dependence of conventional critical 

infrastructures on space systems, identifying and measuring risks to 

these systems and elaborating technology readiness levels; 

• “Space applications for the Lower Danube and Black Sea Area in 

support of the Danube Strategy” 

• Funded by European Space Agency ; 

• Identifies the means by which space systems and applications can 

solve issues as they are presented in the Danube Strategy 

• Danube Strategy – 10 year, 100 billion euro commitment from the EU 

to develop the Danube basin, which transits 14 countries, of which 8 

are in the EU; 

• Danube Strategy addresses the issue of development in the Danube 

European corridor – from environment to security, energy security, 

criminality, transportation, food security, water security etc. 

Space Security – a key EURISC Focus 
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EURISC 
contributions to 
the promotion 

of  
Critical 

Infrastructure 
Protection 

 
Strategy for Energy Security 

and Protection of Critical 
Infrastructures 

in Romania 

 



The European Journal of Critical Services and 

Infrastructure Protection 
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- First Issue October 2013 

- Edited by ARPIC (Romanian 

Association for Critical 

Infrastructures and Services 

Protection) and the EURISC 

Foundation  

-Various articles from European 

experts on enabling critical 

infrastructure protection 

processes 

- topical issues – space security, 

Cybersecurity? 
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CRITICAL INFRASTRUCTURE PROTECTION 
Cooperation between the government, 

business sector and civil society 

The aim of the Romanian Association for the 
Protection of Critical Infrastructures and Related 
Services – ARPIC, is to bring together specialists from 
different fields, so as to contribute to the 
understanding and harmonization of specific norms 
and operating procedures for the protection of 
critical infrastructures and related services, in 
Romania, as well as at regional, European and 
international levels.   
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